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The Message

Security is, fundamentally, adversarial. Our
goal is to protect against various risks.

One element of an effective security
posture is to insure the people protecting
against risk are able to predict and
understand their adversaries’ actions.

These people need to be as creative,
skilled and innovative as their adversaries.
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Who 1s this Guy?

Research faculty member @ UAF,
serving as Chief Scientist of ARSC

Research activity in information
retrieval

Varied information security
credentials

Active In creative technical
communities

Literary / information outreach focus
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From the Abstract

“Courageous, creative, educated,
empowered and experienced individuals
are a key component to building adaptable
and healthy organizations.” (gbn)

Three themes:
= The "hacker spirit”

= Understanding complex systems
= Creativity in the organization
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The Hacker Spirit

Bob Bickford, computer and video guru,
defined the true essence of the hacker as
“Any person who derives joy from
discovering ways to circumvent limitations.”

A key question for is whether hackers are
working for you, or against you
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onfused about HackersswaCrackers?

I t, S n O WO n d e r . T h i S What do you think is the most significant hack of all time?

Cap'n Crunch (1972)

. John Draper figures out how to make free phone calls using a plastic prize
S OW I I l IXeS whistle he found in a cereal box.

Woz's Incredible Machine (1976)
Steve Wozniak, who decided to build a computer because he couldn't afford

n | | | |
one, comes up with the first Apple personal computer.
criminals, viruses Captain zap (1981)

lan Murphy (aka Captain Zap) breaks into AT&T's computers in 1981 and
changes the internal clocks that meter billing rates.

Robert Morris' Internet Worm (1988)
- On Nov. 2, Robert Morris releases a worm that brings down one-tenth of the

Internet.
Kevin Poulsen (1990)
Poulsen takes over all the telephone lines going into Los Angeles area radio

Consider the social & [ Ry

Linus Torvalds cobbles together the Linux kernel as a hobby, and a free
operating system is born.

n
technical changes
Sixteen-year-old Richard Pryce (aka Datastream Cowboy) hacks into several

"secure" U.S. military computers.
The Great Bank Robbery (1994)

n
Ove r tl ' ' l th at I ' l a keS Vladimir Levin leads a group of Russian hackers who pilfer $120 million from
Citibank.

Kevin Mitnick (1995)
Kevin Mitnick becomes the first person convicted of gaining access to an

)
e Ste r'd a S ra n S Interstate computer network for criminal purposes.
Melissa Virus (1999)

In March, David L Smith's "Melissa" virus goes on the rampage and wreaks

J - havoc with computers worldwide.
oday s crimes
In May, the ILOVEYOU virus is unleashed and clogs computers across the

globe.

Script Kiddies (2000)

In February, "MafiaBoy" launches a denial-of-service attack that crashes
Amazon, eBay, Yahoo and many other large Web sites.

o WS
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What color 1s your Hat?

Does it matter? Or does only your activity,
and intentions behind your activity, matter?

Orgs Certs

=HAL 2001, WTH, =CISSP, SANS
H2K, H2K2 =Being “31334” on the nets

=SCJ06, PST2006 SC@{)
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Understanding Complex Systems

For systems of significant
size (such as the Internet, or
an operating system), nobody
can fully understand complex
systems

S0, we use models, we
experiment, we think

Apply diversity in skill sets,
knowledge, and
methodologies
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Puzzles

Piecing together all
aspects of security
scenarios: tough

Different areas of
expertise required

Build a muilti-
disciplinary team
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Addressing Complex Systems

Can you insure adequate and diversified staffing and
attention to information security environment?

How can the technologists benefit from the domain
experts, and vice-versa?

What are some “best practices” that can help (such as
encryption, backups, privilege separation, and logging)?

USER FRIENDLY by J.D. "llliad"™ Frazer

LAST MIKE..YOU HAVE YOUR
Y&glﬁl@ %IZE'?‘%KUP BACKUP BACKING UP

YOUR BACKUPS.
YES. THE JOB WAS
\ HALTED BECAUSE \ RECURSIVES/

HOW'S THE PETABYTE?

TS FULL.

HOW CAN IT THERE'S NO MORE SPOILED AGAIN/

DISK SPACE.

COPYRDGNT L 2006 J,0, “Nilnd™ Fearer HTTP ) JWAW USERFRIENDLY ORG)
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Creativity 1n the Organization

Everywhere”? Maybe
not...

Good judgment is still
a key requirement

Checks and balances
are needed

Remember that most
computer crime is

committed by insiders Photo: Jeffrey Skilling (Enron)
heading back to jail

]

g
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T1ps for Students

Be broad; Be deep; Be technical
Develop good communication skills

Develop good habits for time management,
so you have ability to monitor information
security events and study them

BEFORE T BEGIN MY  |§| 1OMINUTESLATER |

DAY, ID LIKE TO SEE |2 . 2| NONE OF THOSE RING
WHICH OF MY THIRTY [Z] A&?DT:?&E&SE é’:ﬁs :| A BELL, BUT THEY ALL
PROTECTS YOU STILL |32 | SEEM CRITICAL NOW.

5] SO IT'SNOT SO EASY
REMEMBER ASSIC?‘N':ING 3 TO SPOT OUR OVER—
TO ME. o
| 2
li' "~:

SPENDING.

L m |
=}
'I { !\'\'\ 'l\."
‘ L* N\
REER)
T TV.

www.dilbert.com

© Scott Adams, Inc./Dist. by UFS, Inc.
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T1ips for Employers

Give attention to security

Encourage everyone to
play an active role in
information security
Provide on going training
for all aspects of
technology, including
security

Don’t marginalize security -
- make it a Core aCtiVity Ontogeny recapitulates Peepologeny

Work to evolve a sound,
secure organization

DOCTOR FUN 14 Apr 2006

Copyright © 2006 David Farley, d-farley@ibiblio.org

hetp://ibiblio.org/Dave/drfun.html
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Tips for Information Professionals

Take time to reflect on
security issues for any 29 May 2006
application / product / AL ORIFT FoRMATION
activity

Learn to work with others
to assess security risks.
Don’t be a lone wolf, or
closed-minded

Be user-friendly

You're the front line, the
last bastion, and the only

hope Late-Permian Eco-activist Al Gorgonopsian sounds an
unwelcome alarm.

Copyright © 2006 David Farley, d-farley@ibiblio.org
iblio.org/Dave/drfun.html
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Challenges with Creativity

Schools tend to teach
conformance, and reward
compliance

Thinking “outside the box”
might be frowned upon

Performance & outcomes-
driven organizations have little
patience for deep thinkers

We're often too busy to be as
creative as we wish

= How can you encourage
creative thinking?

|s it obvious why this is key for
information security?
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Creativity 1n Information Security

Put yourself in your
adversary’s shoes

= G.H. Mead: Humans are the
animal with the ability to perceive
the other’s self-model
If monkeys can do it, so can
security professionals!
= Scenario planning
= Penetration tests L
= Systems/code auditing | =

= (If you don’t do these things, PLTO&OH_G-H- 'I\_/!Ead _
maybe your adversary will) (U. Chicago Library)
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Take-Away points

Security is hard, and requires multiple
approaches (duh...)

Waiting for other people to develop
strategies for responding to attacks is
risky

Your security posture needs to
envision potential attacks and attackers

If your attackers are more creative than
you, you might be in trouble.

m Therefore, seek out and foster creativity
in your information security organization
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See yaon the tralls. .
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